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In brief 
 ` GDPR effective from  

25 May 2018

 ` New direct obligations 
on data processors

 ` Breaches must be  
notified within 72  
hours to ICO

 ` Some breaches must 
be notified to the data 
subject

 ` Stronger sanctions of  
up to €20m for trustees

 ` New rights for 
individuals 

 ` Requirements to keep 
detailed records

Next steps
 ` Obtain advice

 ` Identify data being 
processed

 ` Consider legal basis  
for processing data

 ` Review contracts

 ` Review privacy notices

 ` Consider whether  
a DPO needs to be 
appointed

 ` Document policies  
and processes

GDPR – Are you prepared?
The date for compliance with the European Union General Data 
Protection Regulation (GDPR) is fast approaching. What does 
it mean for trustees? Summarised below are the key changes 
being introduced and the actions that trustees need to take.

What is the GDPR?

The GDPR is the new Regulation being brought in by the EU to introduce greater 
control over the use of personal data. It is in the form of a Regulation rather than a 
Directive and therefore will apply automatically, with all Member States being required 
to comply fully from 25 May 2018. The underlying general principles of the GDPR 
are very similar to the existing principles under the current UK Data Protection Act 
1998 (DPA). However the GDPR contains more specific requirements for the use and 
protection of personal data than the existing legislation. 

Will it still apply post Brexit?

The Government has confirmed that a UK Data Protection Bill will be enacted to 
introduce the GDPR into UK legislation post Brexit. 

What are the key changes?

The key changes that will impact on trustees of UK-based occupational pension 
schemes (as data controllers) are noted below:

Lawful basis for processing – The GDPR introduces six lawful bases for processing 
personal data and the data controller needs to be clear which basis they are using 
for each processing activity. It is likely that trustees will generally use the basis that 
processing is necessary for their ‘legitimate interests’, although explicit consent will still 
be needed when processing special categories of data, such as information relating to 
an individual’s health, sex life or sexual orientation. 

Consent – Where processing is based on consent, the data controller needs to be able 
to demonstrate that the data subject has clearly consented to that processing. Consent 
must be ‘freely given, specific, informed and unambiguous’. It can no longer be inferred 
from silence, pre-ticked boxes or inactivity. Consent can be withdrawn at any time by 
the data subject. 

Privacy notices – There are new prescriptive requirements around what needs to be 
included in privacy notices (i.e. the information to be provided to individuals about 
how their data is being processed). These will need to be in clear and plain language 
(especially where addressed to a child) and to include the legal basis that is being used 
for processing data as well as the purpose of the processing.

Data processor obligations – Under the GDPR, the obligations on data processors (those 
carrying out processing on the data controller’s behalf) are now very similar to those of a 
data controller. This is a significant change from the current position. Data processors must 
also obtain prior consent from the data controller to the engagement of sub-processors.



Rights of individuals – The GDPR provides new and enhanced rights 
for data subjects including the right to access their data without 
charge, the right to be forgotten and the right to data portability. 

Technical and organisational measures – Data controllers 
and processors are required to evaluate the risks inherent in the 
processing of personal data and to ensure a level of security is 
in place appropriate to mitigate those risks, such as encryption. 
In assessing the security risk, consideration should be given to 
the risks that are presented by personal data processing such as 
accidental loss or destruction. 

Data Protection Impact Assessments (DPIAs) – DPIAs (also 
known as privacy impact assessments) will be required to be 
carried out when using new technologies which could result in a 
‘high risk’ to the rights and freedoms of individual data subjects.

Data Protection Officers (DPOs) – DPOs must be appointed 
in certain circumstances such as where sensitive personal data 
is being processed on a large scale. DPOs must have expert 
knowledge of data protection law and practices and should be in  
a position to perform their duties in an independent manner.

Breach notification – there is a new requirement to notify the 
supervisory authority (in the UK, the Information Commissioner’s 
Office (ICO)) of data breaches within 72 hours of the 
identification of the breach, where the breach is likely to result in 
a risk to the rights and freedoms of individual data subjects. Where 
the breach is considered ‘high risk’ to the rights and freedoms of 
data subjects, the controller must communicate the breach to 
them without undue delay. All data controllers will need to have in 
place a robust breach response plan which sets out how they will 
respond in the event of a data breach.

Record keeping – All data controllers and data processors are 
expected to maintain detailed records of their data processing 
activities. These records must be made available to the relevant 
supervisory authority on request. 

Sanctions – The current maximum ICO fine for breaching data 
protection requirements under existing UK legislation is £500,000. 
Under the GDPR, this will increase to €20m for serious breaches  
(or 4% of annual worldwide turnover for commercial entities,  
if higher) and €10m for breaches of lesser provisions (or 2% of 
annual worldwide turnover for commercial entities, if higher). 

What action do trustees need to take?

The clock is now ticking and, as data controllers, trustees need to 
ensure that they can comply with the GDPR from 25 May 2018. Below 
are the key areas where trustees (with the help of their administrators, 
advisers and sponsoring employers) need to take action: 

Map personal data – Create detailed records of all personal data 
processing activities, including the categories of personal data 
and of data subjects, how the data was collected, the parties 
with whom the data is being is shared and the reasons why, the 
purposes for processing, any transfers of personal data outside  

the European Economic Area (EEA) and the security measures in 
place to protect it. 

Address the risks – Carry out DPIAs to identify and minimise the 
risks associated with the processing of personal data, especially 
where there are high risks to the rights and freedoms of the data 
subject and any other individuals concerned. 

Identify the lawful basis for processing – Consider the data 
being processed and how it is collected, then review the legal basis 
for processing and consider whether that is still appropriate or 
whether changes need to be made. 

Review breach management procedures – Establish a breach 
management plan for the handling of any data breaches to ensure 
that the trustees can respond to the data breach notification 
requirements and agree expectations with third parties. 

Review agreements with third parties – Review and update 
contracts and agreements with third parties to ensure that they are 
complying with their obligations under the GDPR. This may require 
the execution of new agreements, or the revision of existing ones. 

Review privacy notices – Review existing privacy notices 
to ensure that they contain all relevant information that is 
mandatory under the GDPR and ensure they are issued to all data 
subjects before 25 May 2018. 

Consider whether a DPO needs to be appointed – Understand 
the circumstances where a DPO needs to be appointed. If a DPO 
is required, it may be possible to appoint one from within the 
sponsoring employer or to appoint an external DPO.

What action are PSG / PSAL taking to prepare? 
• Mapping all data processed by each business within the Group 
• Carrying out DPIAs, where required
• Updating policies and processes to ensure compliance for 

example: breach management plan, handling subject access 
requests, data retention policies etc

• Reviewing privacy notices in member communications and  
on websites

• Reviewing and updating standard contracts with both clients 
and third parties

• Organising staff awareness training.

Where can I get further information?

Please get in touch with Catherine Sutcliffe.

01483 330118

catherine.sutcliffe@psadmin.com

company/punter-southall @puntersouthall

Alternatively, please speak to your usual  
Punter Southall contact.

Punter Southall has offices across the UK.
For further information, visit our website at www.puntersouthall.com
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